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THE BRIEF AND INCOMPLETE HISTORY OF

CYBERSECURITY

1989 @

Robert Morris created a
computer worm, which
slowed the early internet
down significantly

It is documented as the
first denial-of-service
(DoS) attack

?

1971

Bob Thomas created a program
widely accepted as the first
computer worm, that bounced
between computers. Though not
malicious, it would display the
message "I'm the creeper: catch
me if you can"

1989

Joseph Popp created the first
Ransomware attack, called
AIDS_TROJAN

https://www.uscybersecurity.net/

1990

The Computer Misuse Act
passes in the UK, effectively
criminalizing any unauthorized
access to computer systems.

1999

Software security goes
mainstream In the wake of
Microsoft's Windows 98 release

2002

The Bush administration files a
bill to create the Department of
Homeland Security

2010

The first Malware Conference,
MALCON takes place in India

+
'

®

:
+
:
;

1996

Hackers alter websites of the
United States Department of
Justice, the CIA, and the U.S. Air
Force.

2000

The ILOVEYOU worm infects
millions of computers
worldwide within a few hours of
its release and is regarded as
one of the most damaging
WOrms ever

2003

The Hacktivist group
Anonymous is created

2016

Wikileaks published the
documents from the 2016
Democratic National Committee
email leak.
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Examples of Social Engineering

Some common cyberattacks also double

oncybert Lelainl Awaia 3
777777 EEED el Al JISAT o JSE 5o dat)] cAgaid Sloglae sLady Lolidl guaidl oMl dulee 2 Helors¥) Luwaz )l ®
® HAvEA @ - P . . . . " °

= W o & Loar ASY1 Belera¥l Aol e 21 0l cigially Codall day ol of andall Galidl Jgiid Ogaymll Jiay Cu

_ Q 63 At ilaglan of olets! 2y cullag )31 of s15 3L JLas™
6

Scareware Email hacking

Access tailgating Phishing M itM ejm.4
z 7 iy

v [ ﬁ (I Jae (e condyl o cDlelall o 59,01 85> Ogay=ll alazy LuicMan-in-the-Middle (MitM) clexa ciuxs =
Glesi oyl ozl oS ‘MWi-Fi Jhasl Oss 3yl 5l le Wi-Fi a8t o sl Jo) cpayzmeld (S

ke ol @iy o 09 Lmiall Sloglan ppan o 0s

e

Physical breaches Pretexting Normal Flow Man_in_th e_Midd le Flow
° I — %‘ ’
Watering hole attacks Quid pro quo ‘ [] I:| D, D |

Server

Client

MITM



o | S Ao ASTHT lgu @l ¢ 1o

Zero-day ssxa.5

Lol Sl @lane clai ooy La¥ly Adladd) muls cummsatll Jog ASCad) § Al 8,38 (Dle] o ilazmdl sda Eiuxs Legess iSiZero-day clozxa ool ™
L9"°| d‘%ﬂ‘wﬁﬂ‘@u\&duwud@a)ﬂ‘bMUWwA)&L‘MUQ L@wub‘&‘\.&m&ud}j

SQL Sl adlazu¥| 44l .6

Al Sloglall e 6 ASIL e Lald maun o (A8, 400 (ol 3dasd] 9l cogll adge e 73503 (§ 8l Lzmayy Dladad JBo] Gyl (pe ua@l 1 Jeay @

SQL Injection Attack (SQLi)

1. Hacker identifies 2. Malicious SQL
vulnerable, SQL- qumil query is validated &
driven website & e command is

Unknown \ injects malicious SQL [ executed by
: ]

Exploit query via |nput data. database

¥ : WEBSITE
SxEpe o INPUT FIELDS
Good Users
3. Hacker is granted access
to view and alter records or
potentially act as database
administrator.
Known Exploit
DB
HACKER DATABASE
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What is Mobile Device Security?
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Secure HTTPS @& https://www.google.com

Stay safe!

CHECK URL

HTTP ® www.example.com

8

HTTP://

e e e

HTTP* A Notsecure example.com

DFNDR Lab
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Two-Factor Authentication

Login Authenticate Access

[ Username ]
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All viruses are malware,
but not all types of
malware are viruses.

Virus Malware

- One type of malware « Term for malicious software
« Must be triggered by a user * Any malicious code

- Self-replicating * Harms devices and steals data




O Wifi

@ Apps

20 Ways to Block Mohile Attacks

Don't let your guard down just because you're on a mobile device. Be just as careful as you would on a desktop!

* Don't allow your device to auto-join unfamiliar
networks.

+ Always turn off WiFi when you aren’t using it or
don't need it.

* Never send sensitive information over WiFi
unless you're absolutely sure it's a secure
network.

* Only use apps available in your device's official
store - NEVER download from a browser.

* Be wary of apps from unknown developers or fysness
those with limited/bad reviews. .
* Keep them updated to ensure they have the e
latest security. store Certificates
« If they're no longer supported by your store, R R
just delete!

@ s

Internet Music

+ Don't grant administrator, or excessive privileges
to apps unless you truly trust them.

©Browser o= J

* Watch out for ads, giveaways and contests that
seem too good to be true. Often these lead to
phishing sites that appear to be legit.

* Pay close attention to URLs. These are harder to
verify on mobile screens but it's worth the effort.

+ Never save your login information when you're
using a web browser.

© 2018 KnowBe4, Inc. All rights reserved, Other product and company names mentioned herein may be trademarks and/or registered trademark

Camera

55

s of their respective companies

©OBluetooth

* Disable automatic Bluetooth pairing.
* Always turn it off when you don't need it.

@ Smishing (phishing via SMS)

« Don't trust messages that attempt to get you to
reveal any personal information

+ Beware of similar tactics in platforms like What's
App, Facebook Messenger Instagram, etc.

* Treat messages the same way you would treat
email, always think before you click!

O Vishing (voice phishing)

* Do not respond to telephone or email requests
for personal financial information. If you are
concerned, call the financial institution directly,
using the phone number that appears on the
back of your credit card or on your monthly
statement.

* Never click on a link in an unsolicited commercial
email.

+ Speak only with live people when providing
account information, and only when you initiate
the call.

* Install software that can tell you whether you are
on a secure or fake website.

KnowBe4
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Top 10 Worst Passwords - Historic Analysis

2015 2010 2005 2000 @ 360

#1 123456 123456 123456 password password

73 123456789 password password 123456 123456 A Make it impersonal A Make it diverse

Wl qwerty 12345 12345678 12345678 12345678 peraonal o such s e ters, e o

#4 password 12345678 qwerty abcl123  qwerty IS SNSRI S0 FEEOEE BRI

#5 1234567 gwerty abcl23 qgwerty abcl23

M 12345678 1234567890 123456789 monkey  monkey AP Makeitlong AP Make it different

AN 12345 1234 111111  letmein 1234567 poasword ongin o et bR e
8 characters E.g. 123_Site.Name_456

#8 iloveyou baseball 1234567 dragon letmein

#9 111111 dragon iloveyou 111111 trustnol How to Create a Strong Password

#10 123123 football adobel23 baseball dragon

@ 2021 Copyright Janco Associates, Inc. — https:/ fwnanw.e-janco.com
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Back up your data Keep your operating
system up to date

Install antivirus

software

o @
® 3

Be smart with
social media

Be cautious of free
WiFi networks

Don’t give out
personal info

Choose unique
passwords

K X*

Check bank
statements regularly

Set up two-factor
authentication (2FA)

Get a regular
credit check

Use creative
recovary answers

School?

[Hogwert. |
-

T¢ reportac "'t"_Ar
problem, visit
www.cert.govt.nz

sacurity
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- Big Data

- Processing power Data Growth
40% per year

CPU Processing Power

RAM: 4Mb
CPU: 40 MHz
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